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Formal methodstools have greatly influencedour abil-
ity to increasethereliability of softwareandhardwaresys-
tems.Extendedtypecheckers,modelcheckersandtheorem
provershave beenusedto detectsubtleerrorsin prototype
codeandto clarify critical conceptsin systemdesign.Au-
tomatedtheoremproving now hasthepotentialto supporta
formal developmentof reliablesystemsat thesamepaceas
designsthatarenot formally assisted,providedit is engaged
at theearlieststagesof designandimplementation.

An engagementof deductive methodsat this stagede-
pendson a formal languagethat is ableto naturallyexpress
theideasunderlyingthesoftwaresystems,aknowledgebase
of formalized facts about systemsconceptsthat a design
teamcan usein its discussions,and a theoremprover ca-
pableof integratinga variety of differentproof techniques
while providingassurancefor thecorrectnessof thejoint re-
sult.

The NUPRL Logical ProgrammingEnvironment (Con-
stableet al. 1986) is a framework for the developmentof
formalizedmathematicalknowledgeaswell asfor thesyn-
thesis,verification, and optimizationof software. It pro-
videsanexpressive formal logic (Martin-Löf 1984;Consta-
ble 1998) and a theoremproving environment(Constable
et al. 1986;Allen et al. 2000;NuPRL ) that supportsin-
teractive andtactic-basedproof development,extractionof
programsfrom proofs,programevaluation,languageexten-
sionsthrougha definitionmechanism,andanextendableli-
braryof verifiedalgorithmicknowledge.

Our goal is to demonstratethat the NUPRL LPE is ca-
pableof supportingthe formal designand implementation
of large-scale,high-performancenetwork systems.We have
alreadyusedthe NUPRL LPE in the verificationof proto-
colsfor theENSEMBLE groupcommunicationtoolkit (Kre-
itz, Hayden,& Hickey 1998; Hickey, Lynch, & van Re-
nesse1999),in verifiably correctoptimizationsof ENSEM-
BLE protocolstacks(Kreitz 1999;Liu et al. 1999),andin
the formal designandimplementationof new adaptive net-
work protocols(Liu et al. 2001; Bickford et al. 2001a;
2001b).Currentlyweareworkingonproviding formalsup-
port for thedevelopmentof largedistributedembeddedsys-
tems.

Our experienceshows that logical methodsthat have
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proveneffective in programsynthesis,verification,andop-
timizationcanbemadeto scaleupto largesoftwaresystems
by employing severallayersof formal abstractionandcom-
positionalreasoningtechniques,by building large libraries
of verifiedalgorithmicknowledge,andby continuouslyex-
pandingthe logical foundationsandautomatedproof capa-
bilities of thereasoningenvironment.
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